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Introduction

The Random House Dictionary defines the word “scout” in the following ways:

scout1, (skout), n. A person sent out to obtain information.

scout2, (skout), v.t. To dismiss as absurd or unsound.

Last winter, the Wireless Access Scouting Party (WASP) set off on a journey as described by the 1st definition of scout.  We “rode” off into the distance in search of what may lie ahead in the area of wireless data communications.  Along the way, our efforts may have come closer to the 2nd definition.

The WASP considered wireless technologies based on various broad categories of potential usage, as well as categories of clients that may participate in wireless networking on campus.  The usage categories are broadly defined as campus wide, inter-building and intra-building wireless access.  The potential clients considered are workstations, laptops, and personal digital assistants (PDAs) or palmtop computers.

Based on our research, we believe that the following technologies are likely to become applicable over the next few years:

	
	Off Campus

Access
	On Campus

Access
	Departmental

Access

	High Speed Access
	MMDS

LMDS
	MMDS
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802.11
	802.11

Bluetooth

	Low Speed Access
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We have separated our report into two areas of focus:

Low Speed Technology

High Speed Technology

This division, perhaps only meaningful for a single point in time, did serve as a helpful mechanism for our discussion.  We hope it is useful for the reader.  We have also included a discussion that focuses on our collective concerns and recommendations in these areas.  We hope these comments are helpful in assisting the ITPG in planning for our campus IT future.

Concerns and Recommendations

Issues and concerns

Discussions with WASP members during the final stages of our information gathering have brought up a number of issues that we feel should be addressed. 

Current Activity @ UCSB

Across the campus individuals are now experimenting with and using wireless data communications.  The SMS protocol is being used to send messages to cellular phones, a few are checking email from their Web-enabled cell phones, “unwired” PDA’s are synchronizing calendars with CorporateTime, experiments with wireless networks using the 802.11 protocol are being conducted and point-to-point wireless data communications are possible from campus to our off-shore islands.  In short – there is lots going on and there will be more to come as service vendors expand into this new area.  Most of these efforts are exploratory in nature with few production services actually using wireless technology; but it’s a start.

WAP

The WASP had discussed possibilities for making a recommendation that campus entities that manage a web presence begin to consider development of content for WAP enabled devices.  However, due to licensing concerns brought up by a recent court case in France, the WASP has decided that it would not be prudent to make any specific recommendations on WAP at this time.  We would also like to mention that although the market “buzz” surrounding the WAP protocol is almost deafening, there are several who suggest that WAP may not be a solid step in the pathway towards access to Internet services from hand-held devices.

Technologies in the “Low Speed” categories

Santa Barbara is a relatively small community, and from past experience, seems to be late on the list for vendors to deploy new technologies.  As many of the “low speed” technologies are still emergent, the WASP believes that implementation of these technologies in the Santa Barbara area will lag behind market demand.  In addition, these types of services will most effectively be offered by commercial ventures, meaning that UCSB will be a consumer of this service rather than a provider.  Therefore, any technical issues related to these technologies are likely to be the concern of the vendor providing the service.

802.11

Our largest area of concern relates to this technology.  Due to the utility and low cost of this technology, we are beginning to see a proliferation of these network devices on our networks without consultation or management by computer/networking personnel.  This raises a number of issues:

Stability/Suitability

802.11 operates in an unlicensed frequency band, which makes it possible for anyone with a few hundred dollars to purchase and attempt to implement one of these devices.  As mentioned above, we are already starting to see these boxes appear on our networks in various labs.  As the number of these devices grows, we will begin to see interference issues with other unlicensed radio devices such as microwave ovens and 2.4GHz cordless telephones.  There is also concern that these devices may be prone to jamming issues as the bluetooth technology emerges.

Security Issues

This is a major concern to all WASP members. Due to the low cost and lack of restrictions for purchasing 802.11 equipment we believe that these devices will become more prevalent on our networks, and that many of these devices will be “managed” by end-users who are not in touch with security and configuration issues.

Large Installation Issues

We see two possibilities for large installation issues. The first, is installing wireless devices for use in large classrooms such as Campbell Hall. Installing a wireless technology that would be available to a large number of users in a confined space would be a tricky proposition based on the operating perimeters of the current generation of products.  Assuming these issues could be resolved, we must also consider network traffic issues that would arise from the number and types of services that may be provided over these links.  Secondly, there are also pedagogical concerns.  Even if it is possible for us to make this technology available, is it wise?  What types of added distractions will be created by providing network access to students in class (games, web surfing, etc.)?  Will these distractions to the teaching mission outweigh the possible benefits?

Conclusions and recommendations

As stated above, low speed wireless access via PDA’s or cellular phone related technologies are emerging as vendor supported or service provider technologies.  As with any new technology, there will be an iterative process with the service providers and the end-users to determine the need, use, and particular implementation issues.  Although we can not provide any specific recommendations for a particular protocol (i.e. WAP), we believe that UCSB should begin to investigate ways to implement these technologies to the benefit of our customers.  Those providing campus services accessible from wireless devices will need to consider the implications of wireless access for their services.  Questions regarding security are likely to arise.

Of all the technologies that we investigated, 802.11 stands out as a technology that needs immediate attention at the campus level.  We believe that a campus level entity or a working group of the ITPG should be charged - as soon as practicable - with  investigating the technical issues in more detail, and developing campus standards and policies for the implementation of this technology.  If the campus decides to provide some sort of campus-wide outdoor blanket of 802.11 service, this service will need to be centrally managed.  Policies need to be set in place that allow for the resolution of interference between overlapping 802.11 “clouds.”  Security policies and guidelines need to be set so that our network administrators or some campus level entity have the ability and authority to resolve issues as they arise.

A Final Comment

As we make these recommendations and share our concerns, we wish to point out that these technologies are changing as we explore them.  The landscape as we found it has already shifted and new services present themselves daily.  If these technologies are to be implemented on campus, a thorough investigation of their current state will be necessary.  We have, hopefully, laid the groundwork for such explorations.

Low Speed Technology

Protocols

Internet Access vs. Short Message Service

Several schemes exist which allow one to connect in a wireless fashion directly to the Internet.  Using the appropriate equipment and software (including a TCP/IP “stack”), the end-user connects directly to Internet services like Email, E’Scheduling services, Web servers, etc.  Of course, clients for each application or a Web browser are required for the end-user device.

A very popular set of services has sprung up around the Short Message Service (SMS) protocol.  This scheme does not connect one directly to the Internet, but “mimics” the kind of services available through that kind of connection.  Using SMS end-users with special devices (like Research In Motion’s Blackberry or Skytel’s SkyWriter service and Motorola device) are able to send and receive email messages, receive pages, view a calendar, and more.

Internet Connectivity – More Details

Cellular Digital Packet Data (CDPD)

CDPD is built upon the analog cellular telephone system.  A device is assigned an IP address from a CDPD service provider.  CDPD provides up to 19.2K baud data traffic, but real throughput tends to be slower (our own experiments have demonstrated transfer rates below 3,000 bits per second).

This service is available locally from GTE who resells AT&T’s service in this area.

CDPD is generally in most, but not all, major metropolitan areas.

CDPD’s Future

Those with whom we spoke at the Cellular Telecommunications Industry Association 2000 conference indicated that CDPD may be useful for several years to come, but will not likely have a long-term future.  It will be replaced by Internet access available through higher speed digital networks being used in the cellular industry (CDMA, TDMA, GSM).

Cell-phone connectivity

Recent advances in digital cell phone technology allow one to connect a laptop or PDA to a cell phone with a short cable and from there connect directly to the Internet.  The speed of such connections is advertised to be 19.2K baud rate.  Our experience and experiments tend to put the speed at less than half of that rate.

Devices

Laptops, Notebooks or PDA’s

This area of wireless data communications tends to focus on the mobile individual and does not seem suitable for a stationary desktop workstation.  Other options for networking stationary workstations provide much better performance at much lower costs.

For those with a laptop, notebook or PDA there are two routes one might take for wireless connectivity: they might use a Cellular Digital Packet Data network modem or connect their device to their cell-phone (functioning as a modem).

CDPD modems are available from several vendors and for both PC’s (laptops) and PDA’s (PalmPilot), these vendors include:

Sierra Wireless Inc.: www.sierrawireless.com
Novatel Wireless, Inc.: www.novatelwireless.com
International Business Machines Corporation: www.ibm.com
Modem-like connections to digital cell phones:

GTE’s Mobile Office is such a service.  One can dial (using their laptop or PDA connectivity software) an ISP service number or connect directly to GTE’s network.

Of course, one uses cellular service minutes during these data connections, making this a potentially expensive service at present.  These prices will likely drop as the customer base increases.

Web-enabled Cell Phones

Through various vendors, the end-user can access specially formated Web pages (see WAP below), email and other services specifically provided by the cellular service provider.  See www.mygtew.net as an example of GTE’s offering.  Other service providers include ATT, Nextel, and Sprint.

This phone “application” provides the necessary IP stack and browser interface for the end-user to access their cellular service provider’s IP gateway.  This gateway (from Phone.com) provides access to specific Web based material (conforming to the HDML or WLM standard) and to general HTML pages.  Note that HTML pages are likely to format poorly on a cell phone.

WAP

The WAP Forum organization www.wapforum.org serves as a focal point for development and discussion in this area.  The WAP Forum’s FAQ has some very interesting information, please see www.wapforum.org/faqs/index.htm.

The follow diagram was taken directly from their Web site.

WAP Infrastructure Overview
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Digital Systems

1st Generation: Analog Cellular

The following technologies are in general use providing cellular services using (older) analog cellular services.  Although these services are now “old news” they still provide the bulk of cellular services on a world-wide basis.

AMPS:

Advanced Mobile Phone System, an American cellular radio standard using analog speech.

NMT:

Nordic Mobile Telephone, an. analog cellular system originating from Scandinavia and Finland.

TACS:

Total Access Communications System, an analog mobile communication standard originating in the UK, operated at 900 MHz.

2nd Generation: Cellular Systems are Digital

Below we identify a set of technologies in use for providing digital cellular services.

GSM:
Globile System for Mobile communications, a standard defined by ETSI for digital cellular systems.  Defines modulation, frequency bands and protocol. The GSM standard has been adopted in most countries throughout the world.  It comes in three different flavors: GSM-900 (using frequencies around 900 MHz), DCS-1800 (for PCN applications around 1800 MHz), and PCS-1900 (for PCN applications at 1900 MHz, used in the USA). 

CDMA:
Code Division Multiple Access, a standard using spread spectrum transmission, the same frequencies being used by other CDMA or narrowband systems. The term CDMA is often used to refer to IS-95 or cdmaOne.

CdmaOne:
Name under which American CDMA standard IS-95 is marketed within the US and abroad, with basic CDMA parameters.

PCN:
Personal Communications Network, usually the DCS-1800 variant of GSM.

PCS:
Personal Communications System, the US term for PCN. PCS-1900 systems may use GSM or CDMA or D-AMPS technology. 

D-AMPS:
Digital Advanced Mobile Phone System, an extension to AMPS system using both digital and analog speech transmission (IS-54), or purely digital (IS-136).

NADC:
North American Digital Cellular, another name for D-AMPS indicating digital speech transmission. IS-54 and IS-136 are NADC standards in the USA.

TDMA:
Time-Division Multiple Access. Several physical channels are located on one frequency channel on a time-sharing basis. Each physical channel is defined by a fixed time-slot (each system has a fixed number of time slots per frame, e.g. 8 time slots in GSM, 6 in NADC). The TDMA technique is usually mixed with FDMA to make more channels available. The advantage of TDMA is that several channels are co-located on one carrier frequency, so there are less transmitters required.

3rd Generation: Anywhere/Anytime Communications

cdma2000:
Future Wideband-CDMA standard, based on Qualcomm's cdmaOne. Uses a chip rate of 3.6864 Mcps (mega-chips per second), three times that of cdmaOne. This rate is incompatible with the rate chosen in Japan and Europe.

Iridium:
Satellite-based mobile communications system starting commercial operation in 1998. The name comes from the number of satellites originally planned to cover the whole planet (77, Iridium is the element with 77 protons/electrons); efficiency has been increased so that today only 66 satellites are planned to be installed.  This service has been discontinued.

UMTS:
Universal Mobile Telecommunications System, a third generation (3G) cellular standard currently being defined by ETSI. First public networks are expected for the year 2002. The UMTS interests are maintained by the UMTS Forum. 

Digital Systems – The Future

All these technologies will improve their speed.  Here’s Sybold’s “Wireless Roadmap”:

[image: image2.png]Wide Area 2000 2001 2002 2003 2004
Wireless Data o e wlololwlolelolelxle|ole o lelolelala
Limited
Deployment
¢dma2000 1XRTT i
153 Kbps - Packet S o
Trials Deployment
Initial
Deployment

HDR (High Data Rate) i

2.4 Mbps Packet S5 A

Trials
Wotorola
Demonstration
Signapore 192 Rx95 Tx 576 Khps
GSM GPRS Technologies 4
Carrier ! BARGETX
Trials
Limited
Deployment
EDGE il
384 Kbps Packet o6 3 i
Start] Deployment
|

© 2000 Andrew Seybold Group, LLC 25- Feb- 00




Another “roadmap” for the future involves the migration to IMT 2000 technology (“cdma2000 1XRTT”is a first-generation IMT-2000 compliant technology).  IMT-2000 provides for several improvements over current systems:

Circuit and packet data up to 2 Mb/s (point-to-point) and 384 Kb/s (mobile)

Global roaming

“Multimedia call model”

Framework for additional 3rd generation (3G) services

Unfortunately, ITM-2000 is a bit of a moving target.  ITU Working Party 8F was organized in March. “Among the tasks of the first meeting is the development of the work plans for the years 2000 and 2001 to rapidly start work on the evolution and future development of IMT-2000, together with deliverables and timeframes.”  This seems to indicate that not all of the 3G services are well defined.

These tables should help one understand what is going to be needed for some carriers to migrate from their current infrastructure to one supporting ITM-2000.

GSM to IMT-2000 Migration

	Packet data Equipment requirements 
	GSM CSD (Circuit Switched Data) 
	GPRS (General PacketRadio Service) 
	EDGE (Enhanced Data rates for GSM Evolution) 
	IMT-2000 CDMADirect Spread (CDMA DS) 

	Handset 
	No packet data capability -Single-Mode phones 
	New handsets 
GPRS-- enabled handsets will work on GPRS enabled networks and 9.6Kbps on GSM networks using CSD-Dual Mode phones
	New handsets 
EDGE-- handsets will work at up to 384Kbps on EDGE enabled networks on GPRS enabled networks and 9.6Kbps on GSM networks using CSD-Tri-Mode phones 
	New handsets CDMA DS handsets will work at up to 2Mbps and only on 3G networks-Quad-Mode phones 

	Infrastructure 
	No packet data capability 
	New packet overlay/ backbone needed for circuit switched network 
	Further backbone modifications required 
	New infrastructure roll out with existing interconnect 

	Technology Platform 
	Current GSM TDMA Technology 
	GSM TDMA platform with additional packet overlay 
	Modulation changes required to GSM TDMA platform 
	New CDMA infrastructure 


cdmaOne to IMT-2000 Migration

	Packet Data Equipment requirements 
	95A 
	95B 
	IMT-2000 CDMAMulti-carrier 1X(MC 1X) 
	IMT-2000 CDMAMulti-carrier 3X(MC 3X) 

	Handset 
	Standard 
95A handsets will work on all future networks: 95B, 1X and 3Xat 14.4Kbps-Single-Mode phone 
	Standard inchipsets 1999 
95B handsets will work on 95A networks at 14.4Kbps and 95B, 1X and 3X systems at speeds up to 114 Kbps-Single-Mode phone 
	1X standard in chipsets in 2001 
1X handsets will work on 95A networks at 14.4Kbps, 95B Networks at speeds up to 114 Kbps and 1X and 3X networks at speeds up to 307Kbps-Single-Mode phone 
	New handsets 
3X handsets will work on 95A networks at 14.4Kbps, 95B networks at speeds up to 114Kbps and 1X networks at speeds up to 307 Kbps and 3X networks at 2Mbps-Single-Mode phone 

	Infrastructure 
	Standard 
	New software in BSC (Base Station Controller) 
	1X requires new software in backbone and new channel cards at base station 
	Backbone modifications New channel cards at base stations 

	Technology Platform 
	CDMA 
	CDMA 
	CDMA 
	CDMA 


High Speed Technology

Bluetooth

Bluetooth is a short distance, wireless, open standard available free of charge to all electronic device manufacturers – from cell phones to PCs to toys – that allows devices to detect each other and communicate with each other without user intervention.

Bluetooth will make existing functions easier, eliminating the need for wires and cables, and it is very likely to make new applications viable through its low cost, ease of use, and high data transfer rate.

Bluetooth is an open standard developed by four OEM’s (Ericsson, Nokia, IBM, and Toshiba) and one semiconductor company (Intel).  The standard aims to define a globally accepted short distance (10m/30ft) radio communication protocol using a part of the radio frequency that is unlicensed (i.e. free to use) in most parts of the world.

Bluetooth potentially rids PC’s of their cables, connects laptops to the Internet via cellular phones, and opens up new applications for personal electronic devices.
MMDS

The acronym MMDS stands for Multi-channel Multi-point Distribution Service and includes wireless frequencies licensed by the FCC in the 2150-2162 MHz and 2500-2690 MHz spectrum bands.  MMDS shares the 2500-2690 Band with Instructional Television Fixed Service (ITFS) licenses, such as colleges and universities, local school systems, and religious educational institutions which use their spectrum to broadcast educational programming.  Recent changes in FCC regulations now allow MMDS and ITFS spectrum to allow bi-directional data transmission services.  The digitization of video signals has enabled vendors to convert the original 33 analog channels allocated to MMDS/ITFS into 99 discrete digital channels each capable of  transmission speeds of 10 Mbps.

Using licensed spectrum, a vendor may deploy high-speed wireless LANs on secure channels without interference concerns associated with using unlicensed spectrum from other users or other wireless signals.  MMDS is very resistant to rain, snow, or fog.

A single MMDS cell is capable of serving up to a 35-mile radius coverage area. Higher-frequency wireless technologies such as Local Multi-point Distribution Service (LMDS), in contrast, cover an area with only a 2-5 mile radius. 

LMDS 

The acronym LMDS stands for Local Multipoint Distribution Service. LMDS is a two-way digital wireless communication medium that is capable of carrying voice, data, and/or video traffic, and offers transmission speeds on the order of gigabits per second.  LMDS is a wireless broadband service that uses microwave signals to transmit voice, video, and data signals using low power which can reach distances no greater than a five mile range. LMDS represents several frequency bands in the 28-31 Ghz range: 27.50Ghz - 28.35Ghz & 29.10Ghz - 29.25Ghz & 30.00Ghz & 31.075Ghz - 31.225Ghz. 

Due to their short wavelength, LMDS signals can be severly affected by raindrops, walls, hills, or leafy trees. 

Wireless LAN (WLAN)

Background on WLAN

A Wireless LAN (WLAN) is a data transmission system designed to provide location-independent network access between computing devices by using radio waves rather than a cable infrastructure. Wireless LANs are usually implemented as the final link between the existing wired network and a group of client computers, giving these users wireless access to the full resources and services of the corporate network across a building or campus setting.  Wireless LAN’s may also be used to stretch across the “last mile” to a building or temporary structure that has no wired LAN alternative.

Conference rooms, lecture halls, public areas, and temporary structures are likely venues for WLANs at UCSB.  The widespread acceptance of WLANs depends on industry standardization to ensure product compatibility and reliability among the various manufacturers. The Institute of Electrical and Electronics Engineers (IEEE) ratified the original 802.11 specification in 1997 as the standard for wireless LANs. That version of 802.11 provides for 1 Mbps and 2 Mbps data rates and a set of fundamental signaling methods and other services.

The most critical issue affecting the demand for WLAN has been limited throughput. The data rates supported by the original 802.11 standard are too slow to support most general business requirements and have slowed adoption of WLANs. Recognizing the critical need to support higher data-transmission rates, the IEEE recently ratified the 802.11b standard (also known as 802.11 High Rate) for transmissions of up to 11 Mbps.  Global regulatory bodies and vendor alliances have endorsed this new high-rate standard, which promises to open new markets for WLANs in large enterprise, small office, and home environments. With 802.11b, WLANs will be able to achieve wireless performance and throughput comparable to wired Ethernet. 

Comparison of WLAN Options

	
	IEEE 802.11b
	HomeRF
	Bluetooth

	Speed
	11 Mbps (automatic fallback to 5.5 Mbps, 2Mbps and 1Mbps when conditions warrant)


	1, 2, 10 Mbps


	30-400 Kbps



	Use
	Office or campus LAN, Point to Point building link


	Home office, house, and yard


	Personal Area Network



	Types of terminals
	Add-on to notebook, desktop PC, PDA’s, Internet gateway


	Add-on to notebook, desktop PC, modem, phone, mobile device, Internet gateway


	Built into notebook, cell phone, PDA’s, pager, appliance, etc.



	Typical configuration
	Multiple clients per access point.  May also configure for point-to-point access to cover “the last mile.”


	Point-to-point or multiple devices per access point


	Point-to-point or multiple devices per access point



	Range
	50 to 300 feet


	150 feet


	30 feet



	Frequency Sharing
	Direct sequence spread spectrum (DSSS)


	Wideband frequency hopping


	Narrowband frequency hopping



	Backers
	Cisco, Lucent, 3Com, WECA consortium


	Apple, Compaq, Dell, HomeRF Working Group, Intel, Motorola, Proxim


	Bluetooth Special Interest Group, Ericsson, Motorola, Nokia



	Status
	Shipping


	Shipping


	In development



	URL
	www.wirelessethernet.com  
	www.homerf.org

	www.bluetooth.org 




Implementation

There are two components to a wireless LAN: an Access Point (AP) and a Client LAN (CLAN) adapter. The Access Point is a device about the size of a hub or small switch that connects to the wired LAN and translates between the cabled Ethernet LAN and the radio link. It usually consists of a 10Base-T port that connects to the LAN's via a hub or switch, communications and encryption software, and a radio transceiver. The CLAN adapter is typically a PCMCIA or proprietary adapter Card with integrated transceiver and antenna that connects to a portable device.  However, some vendors also offer ISA and PCI cards for desktop computer use.  A notebook computer, personal digital assistant (PDA), desktop computer, or other specialized device sees this PC Card as an Ethernet adapter.

In operation, the CLAN adapter uses its radio transceiver to find an access point and negotiate a connection speed appropriate to the signal quality. If you want your wireless LAN to cover more than a few thousand square feet, you'll need more than one access point. Exact coverage depends on the building's construction and layout, but plan for a connection radius of several hundred feet in clear view and perhaps 50 to 60 feet going through walls, floors, and ceilings. As the client moves, its radio connection transfers to another access point, a process called roaming (see also Association, Cellular Architectures, and Roaming  below).

802.11 Operating Modes 

802.11 defines two pieces of equipment, a wireless station, which is usually a PC equipped with a wireless network interface card (NIC), and an access point (AP), which acts as a bridge between the wireless and wired networks. An access point usually consists of a radio, a wired network interface (e.g., 802.3), and bridging software conforming to the 802.1d bridging standard. The access point acts as the base station for the wireless network, aggregating access for multiple wireless stations onto the wired network. Wireless end stations can be 802.11 PC Card, PCI, or ISA NICs, or embedded solutions in non-PC clients (such as an 802.11-based telephone handset, or an 802.11 adapter in a PDA). 

The 802.11 standard defines two modes: infrastructure mode and ad hoc mode. In infrastructure mode (Figure 1), the wireless network consists of at least one access point connected to the wired network infrastructure and a set of wireless end stations. This configuration is called a Basic Service Set (BSS). Two or more adjoining Basic Service Sets form an Extended Service Set (ESS) if they are defined by a common ESS ID (ESSID).
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Figure 1. Infrastructure Mode

If a common ESSID is defined, a wireless client can roam from one area to another.  If a station does not have the same ESSID as that assigned to the ESS, the station will be denied access to the network (see Figure 2).  Since most corporate WLANs require access to the wired LAN for services (file servers, printers, Internet links) they will operate in infrastructure mode. 
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Figure 2. Wireless LAN overview (from PC Magazine)

Ad hoc mode (also called peer-to-peer mode or an Independent Basic Service Set, or IBSS) is simply a set of 802.11 wireless stations that communicate directly with one another without using an access point or any connection to a wired network (Figure 3). This mode is useful for quickly and easily setting up a wireless network anywhere that a wireless infrastructure does not exist or is not required for services, such as a hotel room, convention center, or airport, or where access to the wired network is barred (such as for consultants at a client site). 
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Figure 3. IBSS or Ad hoc Mode

Association, Cellular Architectures, and Roaming 

The 802.11 Media Access Control (MAC) layer is responsible for how a client associates with an access point. When an 802.11 client enters the range of one or more APs, it chooses an access point to associate with (also called joining a Basic Service Set), based on signal strength and observed packet error rates. Once accepted by the access point, the client tunes to the radio channel to which the access point is set. Periodically it surveys all 802.11 channels in order to assess whether a different access point would provide it with better performance characteristics. If it determines that this is the case, it re-associates with the new access point, tuning to the radio channel to which that access point is set (Figure 4). 
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Figure 4. Access Point Roaming 

Re-association usually occurs because the wireless station has physically moved away from the original access point, causing the signal to weaken. In other cases, re-association occurs due to a change in radio characteristics in the building, or due simply to high network traffic on the original access point. In the latter case this function is known as “load balancing,” since its primary function is to distribute the total WLAN load most efficiently across the available wireless infrastructure. 

This process of dynamically associating and re-associating with APs allows network managers to set up WLANs with very broad coverage by creating a series of overlapping 802.11b cells throughout a building or across a campus. To be successful, the IT manager ideally will employ “channel reuse,” taking care to set up each access point on an 802.11 DSSS channel that does not overlap with a channel used by a neighboring access point (Figure 5). While there are 14 partially overlapping channels specified in 802.11 DSSS, there are only three channels that do not overlap at all, and these are the best to use for multicell coverage. If two APs are in range of one another and are set to the same or partially overlapping channels, they may cause some interference for one another, thus lowering the total available bandwidth in the area of overlap.
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Figure 5. Unlimited Roaming

Power Management 

In addition to controlling media access, the 802.11 HR MAC supports power conservation to extend the battery life of portable devices. The standard supports two power-utilization modes called Continuous Aware Mode and Power Save Polling Mode. In the former, the radio is always on and drawing power, whereas in the latter, the radio is “dozing,” with the access point queuing any data for it. The client radio will wake up periodically in time to receive regular beacon signals from the access point. The beacon includes information regarding which stations have traffic waiting for them, and the client can thus awaken upon beacon notification and receive its data, returning to sleep afterward. 

Security 

802.11 provides for both MAC layer (OSI Layer 2) access control and encryption mechanisms, which are known as Wired Equivalent Privacy (WEP), with the objective of providing wireless LANs with security equivalent to their wired counterparts. For the access control, the ESSID (also known as a WLAN Service Area ID) is programmed into each access point and is required knowledge in order for a wireless client to associate with an access point. In addition, there is provision for a table of MAC addresses called an Access Control List to be included in the access point, restricting access to clients whose MAC addresses are on the list. 

For data encryption, the standard provides for optional encryption using a 40-bit shared-key RC4 PRNG algorithm from RSA Data Security. All data sent and received while the end station and access point are associated can be encrypted using this key. In addition, when encryption is in use, the access point will issue an encrypted challenge packet to any client attempting to associate with it. The client must use its key to encrypt the correct response in order to authenticate itself and gain network access. 

Beyond Layer 2, 802.11 HR WLANs support the same security standards supported by other 802 LANs for access control (such as network operating system logins) and encryption (such as IPSec or application-level encryption). These higher-layer technologies can be used to create end-to-end secure networks encompassing both wired LAN and WLAN components, with the wireless piece of the network gaining unique additional security from the 802.11 feature set. 

Glossary

Wireless Industry Associations & Standards Organizations

ANSI:
American National Standards Institute

ARIB:
Association of Radio Industries and Businesses (frequency licensing body of Japan). 

CTIA:
Cellular Telecommunications Industry Association

ETSI:
European Telecommunications Standards Organization

FCC:
Federal Communications Commission

ISO:
International Standards Organization

ITU:
International Telecommunication Union

MPT:
Ministry of Posts and Telecommunications (Japan)

NENA:
National Emergency Number Association

PCIA:
Personal Communications Industry Association

TIA:
Telecommunications Industry Association

TTA:
Telecommunications Technology Association (Korean telecommunications standardization organization)

TTC:
Telecommunication Technology Committee (Japanese telecommunications standards organization)

UMTS:
Universal Mobile Telecommunications System

UWCC:
Universal Wireless Communications Consortium

Acronyms and Abbreviations 

AP: 
Access Point 

BSS:
Basic Service Set 

CSMA/CA:
Carrier Sense Multiple Access with Collision Avoidance 

CSMA/CD:
Carrier Sense Multiple Access with Collision Detection 

DS:
Distribution System 

DSSS:
Direct Sequence Spread Spectrum 

ESS:
Extended Service Set 

ETSI:
European Telecommunications Standards Institute 

FCC:
Federal Communications Commission (USA) 

HTML:
Hypertext Markup Language 

IBSS:
Independent Basic Service Set (i.e. AdHoc)

IEEE:
Institute of Electrical and Electronics Engineers 

IP:
Internet Protocol 

IPSec:
Internet Protocol security 

ISA:
Integrated Services Architecture 

ITFS:
Instructional Television Fixed Service

LMDS:
Local Multi-point Distribution Service

MAC:
Media Access Control 

MMDS:
Multi-channel Multi-point Distribution Service

NIC:
Network Interface Card 

PCI:
Peripheral Component Interconnect 

PDA:
Personal Digital Assistant (a.k.a palmtop computer)

PRNG:
Pseudo Random Number Generator 

RC4:
Ron’s Code or Rivest’s Cipher 

TCP/IP:
Transmission Control Protocol/Internet Protocol 

WECA:
Wireless Ethernet Compatibility Alliance 

WEP:
Wired Equivalent Privacy 

WLAN Service Area ID:
see ESSID

WLAN:
Wireless Local Area Network

WML:
Wireless Markup Language - A tag-based display language providing navigational support, data input, hyperlinks, text and image presentation, and forms. A browsing language similar to Internet HTML.

WTA:
Wireless Telephony
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